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Discord/Telegram dangers -Sept 2025

Parents /Carers need to be aware of the following apps your child may be using or have
on their mobile devices:

Discord - Exposure to Harmful Content & Individuals

Inappropriate Content:

Servers can contain adult themes, graphic images, and other content unsuitable for
minors, despite age-restricted labels.

Predatory Behaviour:

The platform's accessibility to users over 13 can expose children to individuals with
harmful intentions, including those who may exploit or harm them.

Cyberbullying:

The anonymity and distance of online communication can increase the risk of users
experiencing bullying or harassment.

Exploitation and Scams

Financial Exploitation:

Users might be pressured to send money to other users or join paid servers, leading to
financial risks.

Extortion and Blackmail:

Groups like "764" have been documented targeting vulnerable minors for extortion,
forcing them to create harmful content, according to the British Psychological
Society. b
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Advice for Parents & Carers

REVIEW SAFETY SETTINGS } l EXPLAIN AGE FILTERING

MONITOR ONLINE ACTIVITY DISCUSS GOOD ONLINE BEHAVIOUR ~ HAVE CANDID Cf
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https://www.google.com/search?safe=active&cs=0&sca_esv=fc1f47d9dc5800d6&sxsrf=AE3TifNaHdzwlu7QcR2XfqGS0Kg_InO9aw%3A1758112556237&q=764&sa=X&ved=2ahUKEwjYhPLS59-PAxWpUkEAHdwpDIkQxccNegQIJxAB&mstk=AUtExfCLvcCjRhzQUNRYrxBpJ2QpLQ332lM-NVm_1WwxLVt62KsiTSL2tgl0Er0trqt4hSsl_lYRyRz9f60w34aVBjyY4g1Gc5KFu_xuPCtuTZx2s2-xk1usrEnvtG70I7FuELgHm2FugQGxOh7kTERdE_1YtVFp0wzBPCgX0-RiiNLLFtm1iqZzcSIneTED6lZT9tqSKmHmIbGo-ZptwrWxfwxqoG4HGzTdtbbkPi30XrDLbGnDMvUulQtt4zOrr7t_NU9bhlVB3j_5S5QsXI_ZagBA&csui=3
https://explore.bps.org.uk/content/bpsadm/17/2/59
https://explore.bps.org.uk/content/bpsadm/17/2/59

Telegram - The dangers

Malware and Hacking:

Malicious files can be distributed through the app, and attackers can gain control of
your account, impersonating you and sending messages or joining groups. Some
malware can even hijack your device's microphone and camera.

Scams and Fraud:

Telegram's anonymity makes it a breeding ground for scams like pump-and-dump
schemes, fake investment groups, and other Ponzi schemes, potentially defrauding
users of vast sums of money.

Illicit Content and Misinformation:

Telegram's unmoderated private groups make it difficult to control the spread of
harmful content, including extremist material and hate speech.

Data Privacy and Server Compromise:

While chats are end-to-end encrypted, the decryption keys are stored on Telegram's
servers. If these servers are compromised, an attacker could access user data.
Risks for Minors:

The platform is recommended for users 16+, but age verification is not required at
signup. The availability of unmoderated groups and anonymity makes it an unsafe
choice for children and young users.

Identity Theft:

With access to your account, attackers can impersonate you sendlng messages and
manipulating conversations to deceive your contacts. e =
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Please check and speak with your child about these apps. They can lead to abuse,
bullying and online harassment. In some cases, Telegram can also encourage
extremist groups to message children who use the app.

If you have any concerns around safeguarding,

then please contact:

Mr J Grayston
(Assistant Principal and Designated Safeguard Lead)
jgrayston@rodillianacademy.co.uk



